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1 Introduction

Analysis (PCA) on a set of event co-occurrence matrices
to create a set of orthogonal axes. Each interval of input
data is represented as a vector in the new orthogonal vector
space. This process reduces the representation of large cooccurrence matrix and enables to obtain essential features
embedded in the co-occurrence matrix. Extracting features
in the form of vector representation enables to use various
classification method introduced in pattern classification.
One of the benefit of ECM is the adaptation to conceptual
drift. Conceptual drift is a change of behavior of a user or
a system over time. An effective intrusion detection system
needs to adapt this change while not adapting to intrusion
behavior.
On the one hand, the conventional approaches challenge
the problem of conceptual drift by updating a classifier. The
result classified as normal by a classifier is added to the profile. This is a kind of feedback mechanism. On the other,
ECM adds a pre-phase that updates a training data set. The
training data set is used for creating a set of orthogonal axes
on which input data is projected to extract a feature vector.
The training data can contain any data no matter if the data
is normal or intrusive.
The reminder of this paper is organized as follows: Section 2 gives an overview of the ECM method. Section ??
describes the ECM method formally using an example data
set. Section 3 applies the ECM method to masquerade detection to evaluate the method. Section 4 provides results
from experiments. Section 5 contains a summary and areas
of future work.

Masquerading can be a serious threat to the security of computer systems. Masqueraders are the people who attempt
to masquerade a legitimate user. Masqueraders can be detected by anomaly-based intrusion detection.
In anomaly-based intrusion detection, usually a user profile that represents a user’s typical behavior is built. If the
input data deviates largely from the profile, the input data is
classified as intrusive, otherwise classified as normal. Examples of typical data used are: time of login, physical location of login, duration of user session, programs executed,
names of files accessed, user commands issued, and so on
[7].
There are two steps to decide an input data as normal or
intrusive. The first step is extraction of features of the data.
The second step is classification of the extracted features of
the data.
The conventional approaches to the first step, feature extraction, include the usage of histogram (frequency of appearance of events) [16] and n-gram (n-connective events)
[6]. These techniques are often used in the field of text classification. The sequences of events used in masquerade detection are composed of events that do not have well-defined
syntactic rules in sequences. Instead, rules are embedded
as a kind of causal relationship between two events in sequences. The rules are possible to be extracted by means
of feature extraction. The feature extraction by histogram
do not extract sequential rule of the sequences. The n-gram
is another kind of feature. It deals with the distribution of
n-connective neighboring aspect of events. Neither of them
do not consider the causal relationship (a kind of rules) between events with connective or non-connective characteristics in sequences.
As for the second step, a various approaches of classification in the field of pattern classification have been applied to anomaly-based intrusion detection such as rulebased [4] [5] [12], automaton [10] [14] [1], Bayesian
network[2],Naive Bayes [8], Neural Network [3], Markov
chain [11] and Hidden Markov chain [15].
We focus on the first step, feature extraction, and propose
a new method called Eigen Co-occurrence Matrix (ECM)
method to extract the causal relationship embedded in sequences of events. In order to extract such features we use
an event co-occurrence matrix. A co-occurrence means the
relationship between every two events within an interval of
sequences of data, which neither histogram nor n-gram take
into consideration. We then perform Principal Component
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Overview of ECM method

The ECM method is a novel feature extraction method.
ECM represents features embedded in an event sequence
in terms of a causal relationship between events. ECM considers strength of the causal relationship between events in
terms of a distance between two events and their frequency
of appearance in the event sequence. The closer the distance
between two events is, the stronger their causal relationship becomes. Similarly, the more frequent an event-pair
appears, the stronger their causal relationship becomes.
ECM represents the causal relationship by converting a
window of an event sequence to an event co-occurrence matrix. An element of the co-occurrence matrix represents the
occurrence of an event-pair in the event sequence within a
scope size. Scope size defines what extent the causal relationship of an event-pair should be considered.
1

(i) Extraction of a feature vector

We need to extract essential features in each event cooccurrence matrix to distinguish different features accurately and to reduce the data size. ECM uses principal component analysis (PCA) to realize these two issues. This idea
is inspired by the EigenFace technique [13] in the field of
face recognition. The basic idea of EigenFace technique is
that a set of features of a face image can be efficiently represented by their projection onto a small number of basis
images. The basis images are the eigenvectors (eigenfaces)
with the highest eigenvalues of the covariance matrix of a
set of training images. A face image is then approximately
reconstructed with a linear combination of a small number
of the basis images.
ECM first takes a set of training event sequences. We
call the set domain-data set. ECM then convert it to a set
of event co-occurrence matrices. Each co-occurrence matrix is analogous to a face image in EigenFace technique.
ECM applies PCA to the domain-data set and obtains a set
of orthogonal axes (eigenvectors). We call the set Eigen
Co-occurrence Matrices each of which is analogous to a
set of EigenFaces in EigenFace technique. Once eigen cooccurrence matrices are obtained, a feature of any input
event co-occurrence matrix is extracted in the form of vector
representation by projecting it onto them.
A profile that represents a user’s typical behavior is created by using extracted feature vectors from normal data set
of the user. An input test data is also converted to a feature vector and classified as normal or intrusive by using a
classification technique.

The extraction of a feature vector can be divided into the
following three steps.
(1) Convert an event sequence to an Event Co-occurrence
Matrix
(2) Obtain a set of Eigen Co-occurrence Matrices by
performing principal component analysis (PCA) on a
domain-data set.
(3) Project an event co-occurrence matrix onto the set of
Eigen Co-occurrence Matrices to obtain a feature vector.

Figure 2: Example data : UNIX-command log of three users

2.1 Formal Definition
We define the ECM method formally by eight tupples:

The procedure of the feature extraction using the ECM
method is given in Figure 1. The procedure is explained
here by using a simple and small amount of data of UNIXcommand sequences. Figure 2 shows the command data
for three users, namely, User 1, User 2, and User 3. These
commands are truncated (without their arguments) in the
interest of simplicity. In this example data, each user holds
20 commands. The data is decomposed into windows of 10
commands each (w = 10). We select the first 10 commands
of all the three users and use the data set as domain-data set.

< B, w, s, M, V, D, F, N > .
The definitions of these symbols are listed as follows:
B: a set of events
w: window size of an event sequence for extracting a feature vector
s: maximum interval size (scope size) for determining cooccurrence relationship between two events

(Step 1) Event Co-occurrence Matrix: An interval of
event sequences is converted to an event co-occurrence matrix in order to represent the causal relationship between two
events. Each element of the event co-occurrence matrix represents the strength of the causal relationship between two
events.
To construct an event co-occurrence matrix, we define
a window size w, a scope size s, and a set of events B =
{b1 , b2 , b3 , ..., bm }, where m is the number of events. w determines a window size of an event sequence for extracting a feature vector and s determines what extent (distance)
causal relationship between events should be considered.
In the example data set (Figure 2), we define w and s
as 10 and 6, respectively. B is defined as eight unique
commands (m = 8) that appear in the training set of all
the three users, namely, cd, ls, less, emacs, gcc,

M: an event co-occurrence matrix
V: an eigen co-occurrence matrix
D: domain data, a set of data on which PCA is performed
for determining V
F: a feature vector projected on to V.
N: dimension size of F
The ECM method is composed of two phases.
(i) Extraction of a feature vector.
(ii) Updating feature extraction using domain data.
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Figure 1: Procedure of Eigen Co-occurrence Matrix Method

gdb, mkdir, and cp. We construct an event co-occurrence
matrix M.
by counting the number of occurrences of every eventpair in the commands data within the window size 10 and
the scope size of six.
The causal relationship between events in terms of distance and frequency of appearance is considered by counting the number of occurrences of every two pair events
within the window size 10 with the scope size of six. Two
event co-occurrence matrices for each user are thus created
for the example data set. Figure 3 shows the two event cooccurrence matrices for User 1. The element (i, j) = (1, 2)
of the matrix of the first window means that ls appears
seven times after cd in the window of 10 commands within
the scope size of six commands.
The event-pair (cd, ls) and (ls, cd) have the largest
element 7 in the first co-occurrence matrix in Figure 3. This
means that the events in each pair are strongly related in
terms of distance and frequency of appearance in the sequence data. An event co-occurrence matrix represents the
strength of casual relationship between every two events appearing in the sequence data.

occurrence matrix
1X
Mk .
L k=1
L

M0 =

(1)

The average event co-occurrence matrix is subtracted from
each event co-occurrence matrix, namely, for k = 1 . . . L
A k = Mk − M0 .

(2)

In the example data set, the total number of events, m, is
eight. Thus, each event co-occurrence matrix has dimensions of 8 × 8. Matrix Ak is converted to the corresponding
vector Âk by connecting each row of vectors. The dimension of Âk is m2 . In the example data set, each vector has
dimensions of 64. The covariance matrix can then be constructed as
P=

L
X

T

Âk Âk ,

(3)

k=1

where T indicates transposition of a matrix. The eigenvectors and eigenvalues for the covariance matrix are calculated
by applying PCA to P. The matrix size of P is m2 × m2 .
Therefore, when parameter m is large, the computation task
for obtaining eigenvectors becomes difficult. For example,
the size of P in the example data set is 64 × 64. Increasing
the event size to, for example, 500 gives P with the dimensions of 25 × 104 × 25 × 104 .
However, we can use singular value decomposition
(SVD) to obtain eigenvectors of P. SVD produces the same
set of eigenvectors as PCA in the case of symmetric matrix.
Q is defined as

(Step 2) Eigen Co-occurrence Matrix: We apply PCA
to a domain-data set to obtain a set of eigen co-occurrence
matrices. A domain-data set is a set of event co-occurrence
matrices M(m × m, m: total number of events). The following explains how to obtain a set of eigen co-occurrence
matrices by using a domain-data set.
We take a set of L event co-occurrence matrices constructed from the domain data: M1 , M2 , M3 , ..., ML (L = 3
in the example data set) and compute the average event co-

Q = (Â1 , Â2 , . . . , ÂL ).
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Figure 3: Creation of event co-occurrence matrices from User 1 commands data. Each element of event co-occurrence
matrices represents the strength of the relationship between two events in window. (e.g., element 7 of (1, 2) in the first
window means that ls appears seven times after cd in the sequence of window of 10 commands within the scope of six
commands.)

where ci is the ith component of feature vector F T =
[c1 , c2 , c3 , ..., cN ]. Each component of F represents the contribution of each respective eigen co-occurrence matrix.
Vector F is a feature vector of the event co-occurrence matrix projected into event co-occurrence matrix space.
Once a feature vector is extracted from an event cooccurrence matrix, the feature vector can be classified into
categories by using various classification techniques based
on vector representation.

By SVD, Q can then be decomposed as
Q = V̂r ΣÛrT ,

(4)

where V̂r is a m2 × r matrix, (v1 , v2 , v3 , . . . , vr ), each
component of which implies an eigenvector
of P; Σ is a
√
r × r diagonal matrix composed of λi (i = 1, 2, 3, . . . , r),
where λi is the ith eigenvalue; and Ûr is an L × r matrix,
(u1 , u2 , u3 , . . . , ur ). Each ui is an eigenvector of the matrix
QT Q. Parameter r is the number of the non-zero eigenvalues. Applying SVD reduces the dimension space from m2
to r.
We use the set of eigenvectors (v1 , v2 , v3 , . . . , vr ) for defining the event co-occurrence matrix space, where the r eigenvectors are stored in order of descending eigenvalues. N
out of r eigenvectors are chosen to represent the event cooccurrence matrix space.
Consequently, PCA enables the dimension space to be reduced from m2 to N while maintaining a high level of variance. The larger N is, the higher the contribution rate to all
the eigenvalues becomes. We call the matrix representation
of vi the “eigen co-occurrence matrix” and denote it as Vi .

(ii) Updating feature extraction using domain data

(Step 3) Feature Vector: Once an event co-occurrence
matrix space has been defined, we can project any input data
set converted to an event co-occurrence matrix into event
co-occurrence matrix space. And a feature vector of an input co-occurrence matrix M is obtained by the inner product
of vector vi and the vector representation M̂ − M̂0 of matrix
M − M0 for 1, . . . , N:
ci = vTi ( M̂ − M̂0 ),

Figure 4: Feedback-updating mechanism (conventional
method)
Concept drift refers to a change in behavior of users or
systems over time. If a behavior changes after building of a
profile, the classifier may not recognize a normal behavior
property and give a false detection.

(5)
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Figure 5:
method)

Feed-forward updating mechanism (ECM
Figure 6: Basic Concept of Two Experiments

The conventional approaches challenge the automatic
adaptation of the profile to concept drift by adding a result
given by the classifier to the profile. This updating mechanism – a kind of feedback mechanism – is illustrated in
Figure 4. In the feedback-updating mechanism, updating
depends on the result given by the classifier. This means
that if the classifier misses an intrusive behavior and classify it as normal, the intrusive behavior is used for updating
the profile.
The ECM method offers an automatic adaptation to concept drift without adding any classified results to the profile.
The method instead updates the domain data. The domain
data is from which feature vectors are extracted. By updating the domain data, the profiles are therefore automatically
updated as well. The changes of behavior are extracted as
feature vectors as the domain data is updated. This updating
mechanism is illustrated in Figure 5. It is a kind of feedforward mechanism. Feed-forward refers to the fact that
adaptation of profiles does not require a classified result.

For both data sets, we separated each user’s data into two
sets as follows:
1. A training-data set
2. A test-data set
A training-data set only contains the legitimate data for each
user and a test-data set contains both legitimate and masquerade data.
In the first experiment, we used the first 5,000 commands
for both the training-data set and the domain-data set. The
remaining 10,000 commands for the test-data set. In the second experiment, we used the first 5,000 commands for the
training-data set, and the 75,000 commands for the domaindata set. The remaining 75,000 commands for the test-data
set. For the second experiment, we shifted the domain-data
set and test-data set four times to test the same test-data set
as the first experiment. It should be noted that the domaindata set of the second experiment is larger than that of the
first experiment and that test-data set is not included in the
domain-data set.
For both experiments, the data is decomposed into windows of 100 commands each (w = 100) and converted into
an event co-occurrence matrix with the scope size of six
(s = 6).

3 Experiments: Application to Masquerade Detection
3.1 Data
We applied the ECM method to masquerade detection using
a database of 15,000 commands entered at a UNIX prompt
for a set of 50 users provided by Schonlau et al.[9]. In the
database, there is no reporting of flags, aliases, arguments
or shell grammar. Each user is named as User 1, User 2,
and so on. For each user, the first 5000 commands only
include the legitimate data, and masquerade data is inserted
to the remaining 10,000 commands. See [9] for the detailed
description of the data.
We conducted two kinds of experiments with the different
size of domain-data set. Figure 6 shows the separation of
domain-data set, training-data set, and test-data set. The
purpose of the experiments is to see the accuracy difference
according to a different size of domain-data set. We expect
the result is to be more accurate when the size of domaindata set is larger as it contains wider variety of features.

3.2

Masquerade Detection

In masquerade detection, we first create a profile that represents a legitimate user’s behavior. Then if an input data deviates largely from the profile, we determine the input data
as a masquerader. An acceptance (an input data is of the
legitimate user) or rejection (an input data is of a masquerader) is determined by applying a threshold. If the distance
is above the threshold, the input data is considered to be of
a masquerader and an alarm is triggered.
We used each domain-data set to create a set of eigen
co-occurrence matrices. We took the first 50 eigen cooccurrence matrices with the largest 50 eigenvalues (N =
50). The contribution rate of the largest 50 eigenvalues is
about 90%.
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Figure 7: ROC curve for experiments

Profile Creation We create a profile that represents the
normal behavior of a user from training-data set. we use the
first 50 training windows and project them onto the eigen
co-occurrence matrices. Thus each user’s profile is composed of 50 feature vectors.

The ROC curve for the first experiment and the second
experiment are shown in Figure 7. The results show the better performance in the case of the second experiment than
that of the first experiment. The hit rate of the second experiment is almost 41% at a false alarm rate of around 4.5%,
whilst less than 37% hit rate at that level of false alarm rate
with the first experiment. Recall that the size of the domain data of the second experiment is larger than that of
the first experiment. When the size of domain data set is
larger, the wider variety of events in the sequences it contains, then both the feature vector of an input test data and
the feature vectors of the training data are extracted more
precisely. Consequently, the result becomes better.
The performance of the ECM method on masquerade detection may vary depending on the parameter settings such
as B, w, s and D.
For evaluating the performance of the ECM method on
the data set, we need to conduct more experiments with different parameters to find the optimal parameters. The performance could be improved by selecting optimum values
of parameter and also applying more useful other classification algorithms based on vector representation than Euclid
distance used here.

Test We convert a test window to a feature vector. We
then compare the test feature vectors created with the profile feature vectors by a simple Euclid distance measure. If a
distance between a test feature vector and the profile feature
vectors exceeds a threshold, then the test feature is considered as of a masquerader, otherwise of the legitimate user.
Threshold The threshold () is determined solely from
the training feature vectors. For each user, we compute the
distances of every two training feature vectors. The mean(µ)
and the standard deviation σ of the distances are used to define the threshold :
 =µ+α×σ
Changing α gives different results.

4 Results
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The results are the trade-off between correct detections
(hits/true positives) and false detections (false alarms/false
positives). A Receiver Operation Characteristic curve (ROC
curve) is often used to represent the results. The percentages of hits and false alarms are shown on the y-axis and
the x-axis on the ROC curve, respectively. Any increase in
hit rates will be accompanied by an increase in false alarm
rates.

Conclusions and Future Work

This paper introduced a new method called ECM that extracts characteristic features of sequences of event data
without well-defined syntactic rules. The method has three
main characteristics: 1) Representation of feature of an
event sequence in terms of event co-occurrence matrix, 2)
reduction of the data by using principal component analysis
and 3) adaptation to conceptual drift by updating the domain
6

data set. We applied ECM to masquerade detection and revealed that the larger the domain set is, the better the result
becomes.
As for the future work, we need to conduct more experiment varying the parameters described in Section 4 to find
the optimal performance on masquerade detection on the
data set. We must also try using various classification techniques for vector representation rather than the Euclid distance to increase the accuracy of detection. We also need to
apply other feature extraction methods on masquerade detection to compare with ECM.
The ECM method can be applied to any event sequences
such as system call traces and network traffic. We like to apply ECM to other anomaly-based intrusion detection using
such event sequences.
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